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Webinar Objectives

1. Provide an overview of strategies and
actions school personnel can implement to
protect against and mitigate security threats
while supporting student mental health and
emotional development.

2. Highlight physical security resources
available to assist school communities in
these efforts.

SchoolSafety.gov




Featured Speakers

Jaelon Moaney

Manager, Federal Relations
The American Institute of Architects

Chuck Wilson
ffé‘\‘ m Chair of Advisory Council

\/Purmer Alliance .
for Safer Schools  Partner Alliance for Safer Schools

Caroline Lobo Katie Ross

Past-Chair, Committee on Architecture for Education i Program Specialist, Product & Training Branch
Co-Chair, Research Sub-Committee School Safety Task Force

Cybersecurity and Infrastructure Security
Agency

The American Institute of Architects
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School Safety: A Practical Approach

Introduction to PASS




SAFETY AND SECURITY

GUIDELINES

for K-12 Schools
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Partner Alliance for Safer Schools (PASS)

A 501c3 non-profit organization developed by individuals
from the education, public safety and industry
communities, brought together to develop and support

best practice recommendations for school safety and
security across multiple disciplines.

ONSCA ) j;-%}pASS

Partner Alliance
for Safer Schools
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PASS Advisory Council 2 PASS

j2250c] £
Partner Alliance
for Safer Schools

* Industry Associations

» Safe Schools Organization Leaders

* Parents

e K12 Security Directors

* Security Consultants

* School Architects

*  Model Code Committee Members (NFPA)
* Security/Systems Integrator Consultants

* Security Product Manufacturer Consultants




The Partner Alliance for Safer Schools (PASS) Mission:

oW To provide school administrators, school
.,:\l\‘\\‘v”\(’“. - boards and public safety and security
= oy professionals with information, tools and
insight needed to implement a tiered
approach to securing and enhancing the
safety of school environments based on their

PASS individual needs, nationwide best practices,
SUETADSE T and making the most effective use of
GUIDELINES

K250 resources available.
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The PASS Guidelines and Checklist tools help
school administrators to answer two questions:

SAE%.ﬁﬁggw .\ ? v What should we do?
v" How do we prioritize?

LAYERS OF PROTECTION

Partner Alliance

SCHOOL SAFETY AND SECURITY

CHECKLIST

B -
Partner Alliance
for Safer Schools
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Needs Identified by Educational Community

* A means to measure current facility security with
best practices despite the general lack of standards Assess Current State
and legislative or regulatory requirements

* |dentification of specific actions that can be taken to OP‘HOV]S
raise the baseline of security

* Information on vetted security practices specific to Pest 'PV‘&(O“’]G@S
K-12 environments

« |ldentification of multiple options for addressing
security needs, based on available resources

Tiered Approach

@SS




The Challenge

Solutions are Multi-Faceted and Complex




' TOP 10 K-12 SAFETY AND SECURITY PITFALLS:

Failure to assemble a planning team (see Policies and Procedures) that includes all appropriate and
necessary stakeholders

—
"

Insufficient prioritization of security based on an
“itwon't happen here” mentality

Implementation of advanced technology and/or high-cost solutions without first ensuring baseline, proven
security measures are in place (such as those found in TIER 1 in the PASS Guidelines)

Inconsistent implementation of disparate systems that do not meet security objectives identified in a
comprehensive security plan or risk assessment

Avoiding
Pitfalls

Short-sighted planning or products that respond only to the latest tragedy, as opposed to
supporting a long-term, holistic approach

Choosing lowest-cost solutions above all other
considerations, such as total life cycle costs

Reliance on technology for emergency communications
that is not designed for such use

2
3
b.
5
6
7

Overreliance on a single form of emergency communication or overdependence on a single type of solution
or technology to address a broad range of safety and security challenges

Failure to appropriately balance external and internal risk mitigation—Based on risk assessment, different
approaches may be more appropriate, depending on the facility. With active shooter events, for example, 100
percent of such incidents targeting elementary schools have been perpetrated by intruders from outside the
school communities, while approximately 75 percent of incidents at secondary schools involved students or
others associated with the schools.’

Unnecessary products that can be solutions in search of a problem. The recent proliferation of “barricade”
or “secondary locking” devices is just one example. Offering no advantage over a lockset, such devices
are typically offered as a lowest-cost lockdown solution. These devices can increase liability and risk and
most violate fire and life safety codes as well as the Federal Law - Americans
with Disabilities Act (ADA). For further information see 5 Reasons Schools Should

Avoid Classroom Barricade Devices'™ and the PASS Whitepaper on Classroom Barricade
I PASS .

m] Devices".
\ F&%ﬁéﬂéﬁﬁi Example of “barricade™ or “door




School Safety and Security is Multifaceted and
Complex

Emergency Management Spectrum

Protection Mitigation Response

Prevention Recovery

PASS

Partner Alliance
for Safer Schools
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Integrated Safe Schools - Solutions Complexity F

Access
Control

WERS
Communication Intrusion

(internal, external, N HELECHOn Fil"@ CO&‘@S

responders,
parents)

ADA Law

System
Interoperability

Visitor
Management




* Law Enforcement
* Parents

*  Fire Marshal

* Media

* Students

Security...... It Takes a Team

Security

Manager _
; Director

* Standards

* Logistics
e Staff
* Budgets

*  Processes

Support

. gptlr;e * Support
Nata askes : e Software
etwor Integration . Hardware
* Infrastructure Team . |
* Design Services
*  Software

* Integration
* Vendors

h }
@ PASS

for Safer Schools




District Wide - People and Procedure Challenges

v PLAN
v PREPARE
v PRACTICE

Emergency ~

Responders Roles
(Police, Fire, Responsibilities
EMS) Training
Drills
Tabletops

-




Solutions



The Challenge

Assemble the Team

Visionary

Lead .

VR sccurity B 2
Director

Support

Parents

Media

*  Uptime * Support

» Databases : » Software

- NetWOrk lnt(;gratlon - Hardware

* Infrastructure cam + Design Services
= Software * Integration

Vendors

- Where tO Sta rt? Navigating Systems Complexity

Students

» Standards

Law Enforcement

Fire Marshal

Logistics
Staff
Budgets
Processes

Emergency

Responders Roles
(Police, Fire, Responsibilities

Access
Control
Mass
Communication Intrusion

(internal, external, Detection

responders,
parents)

System

Interoperability

Visitor
Management

Plaw, Prepare, Practice

~

EMS) Training
Drills
Tabletops

=)
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PASS Safety & Security Guidelines

PASS GUIPELINE USES

* Supports Risk Assessment

* Aids in Development of
Comprehensive Security Plans

* Assists with Grant Proposals

* Establish School Safety/Security
Standards

* Avoiding Pitfalls

12} PASS

/Partner Alliance
for Safer Schools
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PASS Guidelines to Formulate a Comprehensive
Plan — Step by Step

* Law Enforcement

Visionary * Parents
Leader Security * Fire Marshal
Step 1 — Assemble a Team Manzger (RN - Media

» Students

N

» Standards
* Logistics

= Staff

* Budgets

* Processes

v Security Pirector
v School Admivistrator

. * Support
v S@OMV\’\’\{ COV\S(AH‘QVH’ . L[;ptir;\e - Support
r * Databases .
‘/ IT D\V@C’\’OV . *  Network Integration . IS-I(;frtcr\j:::e
\/ LOOﬁl /POHG@ ﬂ\\/\d “F\\”G ’ ;nf;tastructure feam * Design Services
» Software

* Integration
» Vendors

\/ rrrrrrrr lliance
for Safer Schools




PASS Roadmap %'
Safety & Security Guidelines & Tools

Risk Building
Assessment Assessment

Documents
for Grants
and Funding
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PASS Guidelines to Formulate a Comprehensive
Plan — Step by Step

Step 2 — Risk Assessment

* Most buildings across the district : :
: : : : Risk Assessments available
will have unique risk profiles
from number of sources:
Local Police and Fire
DHS

Independent Consultants

Security Design Consultants

Internal Assessment using free tools
Assessments by local SME’s

s 0
Mapor 4 8 12
Mod 3 6 °
Mimor 4 L] L
Insagnificant 3 4 5
B -
rrrrrrrrr liance
for Safer Schools .




PASS Guidelines to Formulate a Comprehensive
Plan — Step by Step

Step 3 — Building Assessment by Layer
* Use PASS Checklist by Building and by Layer

— District Wide Layer
— Property Perimeter Layer
o Parklng LOt Layer TIER | TIER | TIER | TIER
A LAYER/COMPO T PRACTICES 1 2 3 | 4
— Building Layer N picTr ,
. - Status | Year Notes

— Classroom Interior Layer SLIDEO SURVEILLANCE

» Us Retention Policy 7 17 -

| » MOUs with Law Enforceme ng Video Data 17 » -

» Incorporation of Video Surveillance Into Emergency Response Plans 4 17 -

» Camera Standardization » -

» Recording System Standardization -

» Video Verification of Alarms to Monitoring Service or Security Operations Center (SOC)

DARR

or Safer Schools

f




PASS Guidelines to Formulate a Comprehensive
Plan — Step by Step

Step 4 — Establish Documents and Budgets Based on
Checklist Selections

TIER | TIER | TIER | TIER
1 2 3 4

DISTRICT-WIDE LAYER STATUS | YEAR NOTES

. » Emergency Building Access System for Fire/Emergency/Law Enforcement
(Rapid Access Credential Vault)

» Access Control System Equipped With Remote Door Release Capability

All Command Staff Possess Keys and/or Access Credentials

I | | | I

» Electronic Access Control for IDF & MOF Rooms w/Key Override

AUXILIARY BUILDINGS
» Implement Security Plan Specific to Auxiliary Buildings j j
TRANSPORTATION
h ) » Interoperable Radio System for ALl Buses and School Vehicles j j
K%/ Fg? Q%gﬁg » GPS Tracking System for All Student Transportation Vehicles j jl J
» Bus Viden Surveillance Svstem .| - ||




Layered Security (&) PASS

\/Partner Alliance

for Safer Schools

LAYERS OF PROTECTION

DISTRICT-WIDE

[—
. W] PROPERTY PERIMETES

L— |

0 W0 PARKING LOTPERIMETER

1iax BUILDING PERIMETER

CLASSROOM/INTERIOR PERIMETER




' District Wide

School Perimeter Layers Perimeter

Building
Perimeter

Property
Perimeter

Parking Lot
Perimeter

Building
Perimeter

Classroom/Interior Perimeter N M e

erimeter

% PASS
Partner Alliance
for Safer Schools



Path to Increasing Levels of Safety & Security
www.passkl12.org

LAYERS OF PROTECTION

PASS Tier

Continuum Layers

BN oistricr-wioe

&S PARKING LOT PERIMETER

E:I.I: BUILDING PERIMETER
ﬂ CLASSROOM/INTERIOR PERIMETER

E] CLASSROOM/INTERIOR PERIMETER LAYER

» Seeurity Film on Door Vision Pasets 2ad Sidelites

» Classroom Doors Closed and Locked Whea Occepied
» Teachers, Staff and Substitetes Trzined on Emergency Protomots n

SAFETY AND SECURITY

GUIDELINES

for K-12 Schools

PASS Guidelines

» "Narrow-Lite” Style Ctassmom Doors with Blinds

» Compartmentalize Building with Cross-Cornder Doors

» Reinforced Walls 2t Shelter i Place Areas (New Constructioa)

» Safety/Security Optimization of Ctassroom Door Installation (New Constrection)

AYAYASAYAY

PASS

Checklist/Assessment




PASS Layers and Components o

. —

LAYERS OF PROTECTION

DISTRICT-WIDE

COMPONENTS OF LAYERS

Policies & Procedures

People (roles and training)
Architectural 1

-
e
-
-

Communication

Access Control
Video Surveillance

NOoOO i b W N =

Alarms

03 PARKING LOT PERIMETER

aut  BUILDING PERIMETER 13}

E CLASSROOM/INTERIOR PERIMETER




PASS Tier Continuum, Layers, Components,
Best Practices

» Tier Continuum

ﬂ CLASSROOM/INTERIOR PERIMETER —— |ayers

| «—— Components

» Public Address System
» E-911 Added to Phone System (No Codes)

» Wwo-way Intercom System With Call Buttons

» Duress Button System - Office and Classroom

» In-Building Emergency Communication System
» Distributed Antenna System (DAS]

Best
Practices

» Mass Notification Tied to District-Wide System

» Building-Wide Communication via Outside Calls

SRERRRNN

» Use of Mobile Applications and Social Media

INCREASING SECURITY




PASS Guidelines Recognized

* Recommended

— Marjory Stoneman Douglas High School Commission Report
—pg. 84

http://www.fdle.state.fl.us/MSDHS/CommissionReport.pdf

— State of Ohio School Security Report & Recommendations —
PASS Checklist/Assessment tool included in Appendix

* Referenced

— NFPA 3000 — Active Shooter and Hostile Event Response
(ASHER) — Chapter 5 & 9

— Federal Commission on School Safety — pg. 122
https://www?2.ed.gov/documents/school-safety/school-safety-report.pdf

— SchoolSafety.gov (the federal government’s clearinghouse
for best practice information)

MARJORY;STONEMAN
DOUGLASHIGH SCHOOL

P

, il ol
OHIO SCHOO
Report & Reco

February 2

3T OF THE FEDERAL COMMISSION ON

NFPA 0ol Safety

3000cs) EEISA

Standard for an Active
Shooter/Hostile Event
Response (ASHER) Program

2018


http://www.fdle.state.fl.us/MSDHS/CommissionReport.pdf
https://www2.ed.gov/documents/school-safety/school-safety-report.pdf
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Resources

PASS Recommendations
for Appropriate Drills:
Why They Are Essential
to Every School Safety
Program

/ by - ASS J A Guy Grace, Chairman, Partner AL
‘/ R SAFETY AND SECURITY SCHOOL SAFETY AND SECURITY
Checklist GUIDELINES CHECKLIST O
for K-12 Schools
v Drill

‘Recommendations & e
v Whitepaper ZIPASS || [Z/PASS

iance for Safer Schools (PASS)

&/ ~ &/ ~
3 Partner Alliance Partner Alliance
B a r}"l c a d 65 for Safer Schools for Safer Schools
v Barricad WHITEPAPER s
|
Ica € ‘Fa 0+ ggﬁggg t 5 Reasons
Devices Schools Should
S M € 6+ Avoid Classroom
Barricade Devices

GO

h }
@ PASS

for Safer Schools




A

2022 School Safety Webinar Series:
Physical Security Resources for K-12

Schools

The American Institute of Architects (AIA) Committee on Architecture for Education (CAE) 2022
Chair Judith P. Hoskens, Assoc. AlA, Fellow-A4LE, REFP, LEED AP®

Nov. 15, 2022



AGENDA

Safe, Secure, and Inviting Learning Environments for
All

* AIA Overview
* Background
* Federal Advocacy
* AIA Committee on Architecture for Education
* Membership
* AIA CAE Best Practices
 Key Messages: Convening on Cultivating
Community and Safety in Schools
* AIA CAE Thought Leadership within Federal
School Safety Clearinghouse




American Institute of Architects (AlIA)



AlA BACKGROUND
The Beginning

 Thirteen architects met in the office of New York architect Richard
Upjohn in 1857. Their goal: Form an organization to promote architects
and architecture. Two months later, AIA was incorporated.

The Present

* Now, 94,000+ members strong and headquartered in Washington,
D.C. with more than 200 components around the world committed
to protecting health, safety and welfare of all.



THE FUTURE

* Climate action for
human and
ecological health

 Advance racial,
ethnic and gender
equity within | &
profession and built i | " ‘,
environments s




Federal Legislative Agenda
School Safety in the 117t Congress



The Architect’s Platform is Approved by AIA
Board of Directors

Includes input from Knowledge
Communities, State and Local Components,
Board members & Senior Leadership

Developed by the AIA Board of Director’s
Government Advocacy Committee (GAC)




SCHOOL SAFETY INITIATIVE

AlA position:
* Schools are first and foremost learning environments
e Security should be layered into the design and as passive as possible
 Design must be personalized to the needs of each school
* No design can stop all incidents of violence
 However, design can help to deter, delay, detect, and defend

Two policy goals:
e Establish a School Safety Clearinghouse to serve as a trusted repository

 Make design services eligible for existing federal funding to support school
safety



IMPORTANT VICTORY

 Meaningful federal investment
in safety, security, mental
health support services for
schools and communities!

* SchoolSafety.gov officially
codified

 More Bipartisan Safer
Communities Act (PL No. 117-
159) details available on the
website

AIA applauds Congress for
authorizing the Federal School
Safety Clearinghouse

v f in =2 &

Washington - June 27, 2022 - AIA applauds bipartisan lsaders in Congress for autherizing the Federal School
Safety Clearinghouse, passed Friday as part of the Bipartisan Safer Communities Act. This has remained an AIA and
member-backed priority since 2018.

AlIA, in conjunction with its member-led Committee on Architecture for Education (CAE), has been and continues to
be active on school safety issues. The Clearinghouse resources that AIA and its members support are not a mandate
for schools to follow, but rather information for them to make informed decisions that best fit the needs of their
schools and community. However, the clearinghouse does require stable funding. Therefore, AIA applauds Congress
for guaranteeing authorization to ensure that the Clearinghouse will continue to operate through future
administrations. Resources must be vetted by four federal agencies, including the Departments of Education,
Homeland Security, Health and Human Services, and Justice. We urge them to vigorously review all resources
submitted to the Clearinghouse to ensure that they support healthy and safe school environments and do not
disproportionately impact ethnically diverse, women students, students with disabilities, or other historically under-
represented groups.

School design cannot prevent all incidents of violence. However, design best practices can help craft safe and
welcoming learning spaces that encourage diversity, equity, and inclusion for the well-being of students and

educators. This CAE report provides detailed information on school design best practices and nuances that schools
should consider as they work with designers on a plan that fits their communities. This report is now available on the
S Safety Clearinghouse, making it more readily available to school districts across the country. This report will

oe regularly updated using expertise across our membership to address current statistics and the latest research.

AIA remains a steadfast partner in the pursuit of safer learning environments for all children, everywhere. Thanks to
the authorization of this trusted repository, we know that this and other design best practices will be made available
to schools for years to come.


https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Flnks.gd%2Fl%2FeyJhbGciOiJIUzI1NiJ9.eyJlbWFpbCI6ImFoYW1tb25kQGFpci5vcmciLCJidWxsZXRpbl9saW5rX2lkIjoiMTIwIiwic3Vic2NyaWJlcl9pZCI6IjQ1OTkxOTQyNyIsImxpbmtfaWQiOiI3NTM4MDExMDEiLCJ1cmkiOiJicDI6ZGlnZXN0IiwidXJsIjoiaHR0cHM6Ly93d3cuc2Nob29sc2FmZXR5Lmdvdi8iLCJidWxsZXRpbl9pZCI6IjIwMjIwNzEzLjYwNzA2MTMxIn0.p0RXz_uidOPRQpSPSng3hfvpisbnYh4YpO8s3jMJZLU&data=05%7C01%7Cahammond%40air.org%7C6cf9d2e2a3114ce940de08da681abb99%7C9ea45dbc7b724abfa77cc770a0a8b962%7C0%7C0%7C637936761747739511%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=li6NhFuSJ1y%2BxyqzVvzluPeyfICSlZzwiEms44V2lAE%3D&reserved=0

AlIA CAE THOUGHT LEADERSHIP IN CLEARINGHOUSE

EE An official website of the United States government Here’s how you know v

SchoolSafety.gov About Topics Tools and Resources

Home > The Design of Safe, Secure and Welcoming Learning Environments, 2019 Report

The Design of Safe, Secure and Welcoming Learning
Environments, 2019 Report

Third Party, 2019
Summary

On October 19, 2018, the American Institute of Architects (AIA) Committee on Architecture for
Education (CAE) summit brought together architects, policymakers, students, educators, school

administrators, law enforcement and building code officials, mental health experts, and others to
examine violence in schools and explore ways to holistically improve safety and security in our school
communities.

Read More



AlIA Committee on Architecture for
Education (CAE)



MISSION/PURPOSE

To foster innovation in the design of educational facilities through collaboration

and heighten public awareness on the importance of environments for
education.

Knowledge Community of 10,000+ design professionals



LEADERSHIP

Leadership Group

Chair: Judith Past Chair: Michael Vice-Chair: Olivia Graf Content Curator/ 2022 Secretary/ 2023 Awards Chair:
Hoskens, Assoc AlA Nieminen, FAIA, Doyle, Assoc AIA Awards Chair: Diego Rebecca Baibak, AIA
Barrera, AIA
Subcommittees
PK-12 Higher Education Informal Learning Research: Advocacy
Chairs: JoAnn Wilcox Environments Chairs: Dina Chairs: Tracy Hucul

& Brandi Rickels
LG Liaison: Olivia

Chairs: Jason Forney
& Susan Morgan
LG Liaison: Michael

Chairs: Kate Scurlock
& Jess Dancer
LG Liaison: Diego

Sorensen, Caroline
Lobo, Valerie Caruolo
LG Liaison: Rebecca

LG Liaison: Judy




Cultivating Community and Safety in Schools:

A Convening of Experts in Education, Mental Health, Security, Justice and Housing



PURPOSE

to get a balance of educators, students, architects, mental health experts,
housing and community experts, and policy makers to have one
conversation to magnify our collective voice.



AGENDA

Combination of whole group and small break-out sessions organized
around the threads of Equity, Community, Safe & Welcoming Schools and
Mental Health



MEANINGFUL ENGAGEMENT

“Change the way you look at

things and the things you look at
change.” vapnew. oyer

Promoting collective creativity,
energy, agency, and commitment...
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OUTCOME

Framework of recommendations and resources including a post-
convening report, website and modules to assist with these difficult

conversations.
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Topic Pages | SchoolSafety.gov

Topic pages contain a definition along
with accompanying information
regarding the topic, key strategies to
consider, and featured resources to
support schools and districts.

Resources tend to be how-to or action-
oriented guides that inform users on how
to implement strategies to address the
topics.

Targeted Violence | SchoolSafety.gov
* Physical Security | SchoolSafety.gov

 School Security Personnel| SchoolSafety.gov

olSafety.gov

Topics

Bullying and
Cyberbullying

Cybersecurity

Emergency Planning

Infectious Diseases and
Public Health

Mental Health

School Climate

Targeted Violence

Threat Assessment and
Reporting

About  Topics  Tools and Resources Q

Home > Targeted Violence

Prevent and mitigate targeted violence ——

incidents.

Targeted violence refers to violence that is premeditated and
directed at specific individuals, groups, or locations. Perpetrators
select their targets to achieve specific motives, such as the
resolution of a grievance or to make a political or ideological
statement. Targeted violence is distinct from violence that is
impulsive, random, or spontaneous and is often distinguished by
pre-attack behaviors that suggest violence as a possible
outcome. Those behaviors, if identified and addressed, can
reduce the likelihood of a targeted violence incident at your

Targeted Violence

A

a )

Subtopics

Physical Security &
School Security Personnel &)
Violence Prevention ()

school. The be:
is through the
assessment teg
assess, and int
to themselves

Schools can wd
violence by im
involving scho

* Violence Prevention | SchoolSafety.gov

27

SchoolSafety.gov

Filter Resources

Action -
[ prevent

[ protact and Mitigate
[0 Respond and Recover
Subtopic -

[ physical Security

[ school security

Personnel

(] violence prevention

All Targeted Violence Resources

The federal government identified additional resources that highlight strategies for school safety. Use these

—

resources to learn more about targeted violence

Low Cost/No Cost Imumediately Implementable School Safety Tactics
December 2019

This resource includes a list of low cost or no cost tactics that schools can

consider as part of their safety efforts

“

K-12 School Security Guide Suite

Cybersecurity and Infrastructure Security Agency, 2022

The suite is a set of products designed to inform safety and physical security
planning for K-12 schools. It includes the K-12 School Security Guide (3rd ed.),

which provides a comprehensive doctrine and systems-based methodol

y for
vulnerability assessment, planning, and implementation of layered physical

security elements, and the School Security Assessment Tool, a web-based



https://www.schoolsafety.gov/targeted-violence
https://www.schoolsafety.gov/targeted-violence?subtopic%5B132%5D=132
https://www.schoolsafety.gov/targeted-violence?subtopic%5B133%5D=133
https://www.schoolsafety.gov/targeted-violence?subtopic%5B134%5D=134

Additional Physical Security Resources

Violence Prevention

€DC > Injury Center > Violence Prevention > Yout

A Violence Prevention
About Us
Adverse Childhood Experiences
Child Abuse & Neglect
Child Sexual Abuse
Community Violence Prevention
Elder Abuse
Firearm Violence Prevention
Intimate Partner Violence
Sexual Violence

I Youth Violence

’ Fast Facts

Violence > Prevention Strategies

Using Environmental Design to Prevent School Violence

Print

Creating protective community environments where young people live and
play is necessary to help reduce youth violence. Some environmental
features are linked to violence and crime. These features can include the
physical design of a space, the number of people in the space, and how the
space is being cared for and used

Crime Prevention Through Environmental
Design (CPTED)

Crime Prevention Through Environmental Design (CPTED) is an approach
that focuses on improving the design of the built environment to help
reduce opportunities for disputes and violence and promote positive
behavior.

Communities applying CPTED activities reported decreases in gun violence,
youth homicide, disorderly conduct, and violent crime. Communities also
reported positive impacts on residents’ stress, community pride, and
physical health. Some examples of these CPTED activities include:

*_Repairing abandoned building and vacant lots

Physical Security Resources

O

A

Resources

enhance ther physical securtty, Induding:

«  Assesang vour school Stte:

management, and preparedness progrars.

come| Thr Design (CPTED) School A

physical security of schools.

This ool
bulidings, and nterior:

grade 12 (K-12)schools face range of threats,
Including acts of violence, natural disasters,

management, terrtorialty, maintenar

"Designing for Safety, Designing for Learning: This journal article covers the use of

prep:
by taking proactive measures to mprove the

, tallored for the

bulding;
and dlassrooms. From the physical design of
schools and campuses to the development and
ngoing maintenance of preparedness plans,
security and resilience should be at the forefront
of schools'safety efforts.

as
academic community,include  set of scalable tools aimed to test existing
otocol

preparedness, response, and recovery capabllites.

K12 5chool

g for K-125chools.

harm inflcted i incidents occur. Conducting

exsting vulnerabiltes, Integrate future securty
practices, and inform the development of
hools can also d

with district
Information about best practices, potential
threats, and mitigation strategles.

for Countering improvisad ©

(CIED):

public afety and emergency management approach.

SchoolSafety.gov Disclaimer
Thou

&G

SchoolSafety.gov

Related Resources

4
REMS
i G TSR e
On The Road

The REMS TA Ce offers @ variety
of Trainings by Request for delivery
on-sita at your school, school district,
o tion of higher educat
oach training, we will provide
charge—training matarials

one or more export rain

Center stalf support for the event
hos! at your site.

SITE ASSESS

A Mobile Application (App) for K-12 Schools, School Districts, and Institutions of
Higher Education (IHEs)

This FREE. secure mobile app designed specifically for education agencies allows
grounds arx ine their safety, security crge 3 ect whether they are conducting
a site a ant at a K-12 schox and are directed to the section that is optimized for that safting according to its unique
charactenstics. SITE ASSESS generates a custonvzed 1o-do list that may be used in the short term and long term to address
faclity improvements, prompts team '@ pertinent information with first responders, and contains relevant

several education faclity arn yarednes pics. The REMS TA Center developed this sile asse el &

» Capture images within and upload images directly into the apo
» Provice critical Information about potantial threats and hazards, which may be used by pianning teams
" cy operations plan
pams 1o adk niz d s from the sile assessment for their usa, thus
xing into ac
xport data ! . submission 4 or into an Excel workshoot for data
aggregation
Equip practs
Through Environmet ’
Collect information 1hat will
Crime Statistics Act requirem
« Comploment and support mitigation, pravention, prolection, recovary, and response activities

Noither the REMS TA Cenlor nor the U.S. Department of Education will sov, colloct, ¢ an you enter into SITE
ASSESS. besides the basic contact information that is collected upon initial reg| n entered into the mobile
ay d on the mobile device and not on the REMS TA Center's or U.S. Department of Educal sile of sorvar. AS
such, the U.S. Department of Education and the REMS T Center are not respon any damages resuting from the loss or
tneft of that informa Please note that certain optional mobile app features may transmit data.

Site Assess
(Department of Education)

Physical Security Resources One Pager
(Federal School Safety Clearinghouse)

Youth Violence: Using Environmental Designh to
Prevent School Violence

(Department of Health and Human Services)

SchoolSafety.gov
28



https://www.schoolsafety.gov/sites/default/files/2022-11/Physical%20Security%20Resources.pdf
https://www.cdc.gov/violenceprevention/youthviolence/cpted.html
https://rems.ed.gov/SITEASSESS.aspx

K-12 School Security Guide (3" Edition)

The K-12 School Security Guide (3" Edition) provides a
comprehensive doctrine and systems-based methodology to
support schools in conducting vulnerability assessments and
planning to implement layered physical security elements
across K-12 districts and campuses.

The guide is organized across three sections that aim to:

Enhance understanding of a systems-based approach to layered physical
security

Explain the various elements of a comprehensive school security system

Describe common challenges schools face in planning or making
improvements

g@g Web-Based User Training

Accompanying

Training Suite Train-the-Trainer Toolkit

29




K-12 Guide | Key Themes

Schools can tailor the systems-based approach to meet
unique circumstances.

K-12 SCHOOL
The systems-based approach integrates prevention, SECURITY GUIDE

protection, mitigation, response, and recovery.

Layered systems help detect, delay, and respond to
threats, and to prevent single points of failure.

A layered systems-based approach creates cohesive
physical security.

A multi-disciplinary team should lead the security
planning process.

SchoolSafety.gov




K-12 School Security Assessment Tool

The K-12 School Security Assessment Tool (SSAT) is a web-based program that offers
stakeholders a vulnerability analysis and provides recommendations for improving physical
security based on provided specifications.

HOW TO USE THE SSAT : K-12 SCHOOL SECURITY

K-12 SCHOOL SECURITY

ASSESSMENT TOOL ASSESSMENT TOOL

? Safety and Security
Choose a Scenario Measure Detail

Existing Safety and Results

Security Measures
o

The tool launched with the K-12 Guide and:

Is highly portable Prioritizes results

Is simple in language & design Recommends immediate actions
Serves all users, regardless of level of expertise

31



K-12 School Security Guide Product Suite

Now Available at https://www.cisa.gov/k-12-school-security-guide & SchoolSafety.gov

K-12 SCHOOL oo - K-12 SCHOOL SECURITY
'SCHOOL SECURITY ASSESSMENT TOOL (SSAT) school Results are - -,
SECURITY GUIDE o0 o000 e NI o0 ASSESSMENT TOOL

© oo welcome

@\ How-To Use the CISA K-12 School Secu... (Y
Watch later  Share

K-12 School Security Guide K-12 School Security Assessment Tool SSAT Companions
(3rd Edition) (SSAT) (Guide, Appendix, & Video)
Accompanying g?g Web-Based User Training

Tralnlng SUIte Train-the-Trainer Toolkit
SchoolSafety.gov
32



https://www.cisa.gov/k-12-school-security-guide
https://www.schoolsafety.gov/targeted-violence

Contact Information and Questions

Follow Us on Twitter for Upcoming Events and School Safety News! @
* @SchoolSafetyGov
« @PASSK12
 @AIANational

Click here to sign up for regular updates or scan QR code.

Key Resource Links
https://www.schoolsafety.gov/

https://passki12.org/
AlA Committee on Architecture for Education

Questions, feedback, or ideas?
Please contact SchoolSafety@hq.dhs.gov
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https://twitter.com/SchoolSafetyGov
https://twitter.com/PASSK12
https://twitter.com/AIAnational
https://service.govdelivery.com/accounts/USDHS/subscriber/new?topic_id=USDHS_556
https://www.schoolsafety.gov/
https://passk12.org/
https://network.aia.org/communities/community-home/librarydocuments?communitykey=1b63a201-a510-41b7-b801-bca8083b5727&LibraryFolderKey=&DefaultView=
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