
Don’t log in on a site that was 
linked in an email.1.

2. Check the URLs of links to make 
sure they bring you where they 
say they will. 

3.
Avoid clicking untrustworthy 
links as they may cause files to 
download. 

4. Use different passwords for 
different accounts .

5. Use multifactor authentication.

Phishing
Phishing is the process of scammers tricking you into giving them your 
personal information. Protect yourself from these scams by following the 
tips below.



Avoid sharing private information by:
• Not typing it into the call chat 
• Being aware of your surroundings 
• Closing unnecessary software in case you 

screen share. 

1.

2. If you are hosting, use security 
settings such as meeting passwords 
or waiting rooms. 

3. Assume the call is recorded, even if it 
doesn’t appear to be recorded. 

4. Keep your video call software 
up to date for the latest security 
settings and security fixes. 

Video Call Safety
Video calls are abundant with opportunities to compromise your private 
information. Follow these tips to help form safe video call practices to protect 
yourself from slip ups or malicious acts from others.


